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What is Behavioral Targeting?

 When you surf the Web and perform certain actions online
(visit pages, submit search queries, click on ads, purchase
items), the sites and their third party ad servers are
tracking your surfing habits. HOW?

* Cookies : text-only string of information that site or ad serving company
transfers to the cookie file on a user’s computer hard drive so that site or
ad serving company can recognize the user later. A cookie always contains
a randomly generated unique number (cookie ID).

* Pixels: Aka web beacon or action tag- a transparent graphic image
(usually 1 pixel x 1 pixel) that is placed on a website, ad, or in an email.
When a tag is triggered, it collects information about the user’s interaction
with the website, ad, or email. Used in combination with cookies to help
create links between the advertising that brought a user to a website and
the actions and data collected on that site.

e Example: Let’s track Rufus’ online session
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RandomPortal sets a
cookie on Rufus' computer
or calls a cookie that the
browser previously
accepted from
RandomPortal.com

Random Portal collects:

1. Internet Protocol (IP)
address

2. Address of the last
URL visited prior to
clicking through to
randomportal.com

3. Browser and platform
type and browser
language

4. Data in any undeleted
cookies

Assigns a unique 1D
so Rufus is trackable
on other web sites
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RandomPortal sends query information to Google:

http://rp-ads.google.com/search?q=payday+loan=rp-
testing5&channel=test9&num=0&ad=w5&output=xml_no_dtd&ip=
206.80.1.253&adtest=off &adsafe=medium&adpage=1&ie=UTF-
8&o0e=UTF-
8&useragent=Mozilla%2F5.0+%28Windows%3B+U%3B+Windows+NT+5.
1%3B+en-
US%3B+rv%3A1.8.1.14%29+Gecko%2F20080404+Firefox%2F2.0.0.14

* Google receives Rufus' IP address, Rufus’ query and the
URL of the RandomPortal page where the query was made.

* |f Rufus clicks on a sponsored link sold by Google, Google
will also set a cookie on Rufus’ computer

* Google will store and retain that information in Google’s
query logs for 9 months.



RandomPortal RandomPortal sends ad request to its
third party ad server DoubleClick

 There are DoubleClick pixels on the pages of
RandomPortal.com. This enables DoubleClick to set a
cookie with a unique ID to track Rufus.

 DoubleClick will know whether Rufus clicks on ads or
not. The actions of Rufus (click on the ad or no click),
will be tracked and stored into Rufus' cookie.

e Every time Rufus comes back to RandomPortal, or
another site containing DoubleClick action tags, the
site checks Rufus' cookie, modifies it and adds some
elements to it as relevant. Rufus' browser will
automatically give the site access to the cookie file.



To enable and enhance behavioral targeting, ad
networks and ad serving companies have action tags all
over the web

* It’s a safe assumption that ad serving companies like
DoubleClick and Atlas have cookie data on 95% of consumers
who surf the Web Such cookie data mcIudes

ads clicked on,
gueries made,
IP address

-
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* What do ad serving companies do with such information?
They place users in target groups.

With the “payday loan” query, Rufus is placed into group of
consumers who are seeking financial services. Other
inferences can be drawn from his IP address.


http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000
http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000
http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000
http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000
http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000
http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000

Is Rufus aware of any of this happening?
He reads RandomPortal’s privacy policy

“When you visit our website we may assign your computer one or
more cookies to facilitate access to our site and to personalize your
online experience. Through the use of a cookie, we also may
automatically collect information about your online activity on our
site, such as the web pages you visit, the links you click, and the
searches you conduct on our site. Most browsers automatically
accept cookies, but you can usually modify your browser setting to
decline cookies. “

We allow third-parties, including advertising companies and ad
networks, to display advertisements on the Site. These companies
may use tracking technologies, such as cookies or web beacons, to
collect information about users who view or interact with their
advertisements. This information allows them to deliver targeted
advertisements and personallzed online experiences and gauge
their effectiveness.
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To escape from behavioral targeting, Rufus can set his browser to
systematically refuse cookies from Web sites or he can delete cookies from
his computer’s cookies file after every Web surfing session.

The Network Advertising Initiativeoffers a single location to opt out of ad
targeting from member companies (www.networkadvertising.org).

indows Internet Explorer

@\. 2 =[] hitpfasm. networkadvertising.orgimanaging/opt_out.asp ][4/ %] [na |l2]-

File Edt View Favortes Tools  Help

mywebsearch ~ Psearch ~ ) smiey Central M screensavers P cursar Mania (€] Fun Cards

T2 | @ Nebwork Advertising Initstive I } SR - B - i - [2hPage + G Took -
Network Status Opt-Out s
aCerno Active Cookie opt-out
More Information “fou have not opted out and you have P o
an active cookie from this network.

Advertising.com Active Cookie .

Mors Information Vo hgve ot opted out andyou have  PFOUED]
an active cockie from this network.

AlmondNet Active Cookie -

Mare Information “You have not opted out and you have ost-out )
an active cookie from this network.

Atlas Active Cookie Opt-Out

More Information You have not opted out and you have pr-out L]
an active cookie from this network.

BlueLithium Active Cookie .

Mors Information Vo hgve ot opted out andyou have POt
an active cookie from this network.

DoubleClick No Cookie -~

Mare Information “You have not opted out and you have ost-outD)
no cookie from this network.

Media6degrees Active Cookie Opt-Out

More Information You have not opted out and you have pr-out L]
an active cookie from this network.

Mindset Media Active Cookie opt-out

More Information “fou have not opted out and you have P o
an active cookie from this network.

Revenue Science Active Cookie .

More Information Vo hgva ot optod out andyou have 2P0
an active cookie from this network.

Safecount Active Cookie Opt-Out

More Information You have not opted out and you have pr-out L]
an active cookie from this network.

SpecificMEDIA Active Cookie opt-out

More Information “fou have not opted out and you have P o
an active cookie from this network.

24/7 Real Media Active Cookie .

Hors Information o have ot opted out andyou have 2P0
an active cookie from this network.

[x+1] (formerly Poindexter Systems) Active Cookie Opt-Out

Mare Information You have not opted out and you have pr-out ]
an active cookie from this network.

Yahoo! Ad Network Active Cookie opt-out B N

More Information “fou have not opted out and you have P o
an active cookie from this network.

TACODA Audience Networks Active Cookie opt-out [

More Information ‘fou have not opted out and you have -

Dane & [ & Internet H100% -

iy start



http://www.networkadvertising.org/
http://www.smileycentral.com/?partner=ZSzeb001_ZNfox000

There is no specific disclosure and consent requirement.
However the FTC issued proposed principles to guide the
development of self-regulation

Every Web site where data is collected for behavioral advertising
should provide a clear, consumer-friendly, and prominent statement
that data is being collected to provide ads targeted to the consumer
and give consumers the ability to choose whether or not to have
their information collected for such purpose.

Any company that collects or stores consumer data for behavioral
advertising should provide reasonable security for that data and
should retain data only as long as is necessary to fulfill a legitimate
business or law enforcement need.

Companies should obtain affirmative express consent from affected
consumers before using data in a manner materially different from
promises the company made when it collected the data.

Companies should only collect sensitive data for behavioral
advertising if they obtain affirmative express consent from the
consumer to receive such advertising.



Example of Disclosure and Opt’Out Mechanisms
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relevant to you experience on Yahoo!?
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How we customize your Yahoo! experience

» We look at browsing activity. such as the types of content accessed, ads clicked
on, and searches conducted. Based on this, we infer certain interests and show
matched ads. For example, for people who like to check out the golf scores on
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Other Example: Ask Eraser

BakBranes Ol MySed=  Optoras

Energy iy 110
@r- Chirvrn Human Energy e

Web  briges  Cly bews  Video Mo

Wee Bt e, Cllry willyd 0 DO T el Lo Posw
Energy AW TN £
o Energy St
Harmoi Your search ENERGY 5TAR & (0vemiment 40ked Drograrm Mifing Iusnesiss and
Types of Energy indvidusti protict e envirsnmint Brough eperor seergy eicancy
Gotw Enargy T YL gV k
i Enegy
Return to Top

What happens when AskEraser is on?

When AskEraser is enabled, all Ask.com cookies will be deleted from your browser, one cookie will be setto remember that you have AskEraser turned on, and going forward, your search activity will be deleted fram
Ask.com servers. AskEraser will remain "on™ across multiple visits to the Ask.com site as long as you do not clear your AskEraser cookie and are using the same computer and browser.
Return to Top

How do | know if AskEraser is enabled?
When AskEraser is enabled you'll see a constant reminder at the top of the page as follows:
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